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Final Exam
Network Security

(4 problems, 3 pages, point values given in parentheses, 10 maxim;.

1. Kerberos 4 (2.5 points)
Write an authentication dialogue that satisfies the same requirements and fol
steps as the following dialogue. i

+ Once per user logon session
(1) C — AS: ID. || Dgs
(2) AS — C: E(K., Ticketrgs)
< Once per type of service
(3)C - TGS: ID, || ID, || Ticketsgs
(4) TGS — C: Tickety
« Once per service session
(5)C — V: ID. || Tickety
Ticketys = E(Kgs, [IDe || AD: || IDees || TS1 || Lifetimer])
Ticket, = E(Ks, [ID. || AD: || IDy || TS: || Lifetimea])
The new authentication dialogue has to use public-key cryp
encryption, i.e. ; :

e The authentication server AS, the ticket granting ser
service server V, each has a RSA public key ce: fi
named CA, which can be used for both digital si

o [Initially, AS has the public key certificate CA< '
public key certificate CA<<TGS>> of TGS,
CA<<AS>> of AS and CA<<V>> of each ser
has the public key certificate CA<<TGS> i

e Each user ID, doesn’t have a password P,
hash value P, on the authentication serv

o The authentication server AS doesn’t h
the ticket granting server TGS as in K

o The ticket granting server TGS doesn’t ]

each service server V as in Kerberos 4

2. X.509 certificates (2.5 points)
Consider the X.509 hierarchy in the,’ﬁ

obtained a certificate from certific
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